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The Problem
Are you a Prime Contractor or an upper-tier contractor responsible for ensuring that your subcontractors are adhering to the 

requirements of subcontracting clauses, flow-down clauses, subcontracting plans, reporting and goals?  

Is compliance with NIST 800-171 and its replacement, CMMC v2.0, a potential issue for your subcontractors?  

Are you comfortable that your subcontractors are adequately addressing these cybersecurity requirements?

If these questions weigh on you – you are not alone and Vestige is here to help!

What's Needed
First and foremost, your subcontractors likely need increased awareness.

Increased awareness in such areas as:

•    The applicability of DFARS 252.204-7012 (NIST 800-171) to the subcontractor;

•     The requirements under DFARS 252.204-7019, 252.204-7020 and 252.204-7021  
       (the “Interim Rule”);

•    The impact of CMMC v2.0 (as announced by the DoD on November 5, 2021);

•     What it takes to become certified under CMMC;

•     The anticipated timing that it will take most subcontractors to become certified; and

•     Available resources that can help them achieve certification.

How Vestige Can Help
As an independent Cybersecurity and Compliance firm, quite simply, Vestige helps Organizations  

that are subject to NIST 800-171 and CMMC requirements achieve that compliance.

With more than 20 years of experience assisting organizations of all sizes, shapes and varieties comply with 

Information Security and Cybersecurity standards, we have built up a tremendous amount of experience in:

•     Providing Clarity to the organization as to where they really stand with their compliance in accordance with the 	    	

      requirements with CMMC Assesments;

•     Achieve compliance through Remediation efforts.  This includes the creation of System Security Plans (SSP), Plan of    	

      Actions & Milestones (POAM), scoring and entering their NIST 800-171 compliance into the Supplier Performance Risk 	

      System (SPRS)—taking care of their requirements under NIST 800-171 and the “Interim Rule”.  In addition, we help with 	

      the remediation of Technical, Administrative and Operational controls in order to meet the requirements of both NIST 	

      800-171 and CMMC; and

•     Guidance for the organization during the actual certification assessment (C3PAO).  
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Benefits to You 

•     We make you the hero in the eyes of the subcontractor;

•     We help strengthen your subcontractors supply-chain;

•     We help you gain clarity, visibility and comfort that your subcontractors are taking these requirements seriously and can 	

       obtain certification;

•     We help you discharge your obligations under DFARS 252.204-7020 and 252.204-7021

Why Vestige
•     More than 20 years of Cybersecurity and Compliance experience;

•     Heavily involved in NIST 800-171 since its inception in 2016;

•     We are a Registered Provider Organization (RPO) under the CMMC Accreditation Body’s ecosystem;

•     Experience with a wide range of Cybersecurity and Information Security frameworks, including:  CMMC, NIST 800-171, 	

       NIST 800-53, ISO 27001, HITRUST, HIPAA, NIST Cybersecurity Framework, 23 NYCRR Part 500, PCI, and others;

•     Development of policies, procedures, plans, templates, worksheets, checklists and other supporting assets that 	             	

       organizations need in order to comply;

•     Experts at applying a variety of solutions tailored to the organization and their way of doing business while still 	     	

       complying with the compliance requirements;

•     Familiarity with and ability to assist in finding financial assistance with implementing these requirements;

•     Remote and on-site capabilities; and

•     Both National and International experience.

Our Prime Contractor Package
•     One or more joint presentations (webinar/in-person) to your subcontractors;

•     No cost to you – the cost burden remains with the subcontractor;

•     Visibility.  Reports and feedback to you so that you have clarity and visibility into where the subcontractors that choose 	

       to work with us are in their compliance journey.


